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K 00s13aTeIbHON HHDOpMALIUH
JUTSl pa3MENIeHMs Ha caiiTe
MBOY 1O CHI Ne 8

NHOOPMALIMOHHASA ITAMATKA
IS OBYYAIOHIUXCA 1JIA PASMELIIEHUSA
HA OPUIUNAJBHBIX UTHTEPHET-PECYPCAX

C KaxbIM r0JIOM MOJIOJIEKU B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJIbHUKU
OJIHU U3 CAMBIX aKTUBHBIX MOJIb30BaTener Pynera. Mexay TeM, TOMHUMO OTPOMHOIO
KOJIMYECTBa BO3MOXHOCTEH, MHTEPHET HECET W MpoOJeMbl. JTa MaMsTKa JOJLKHA
oMOYb TeOe 0€30IaCHO HAXOAUTHCS B CETH.

KomnerotepHsie BUPYChI

KomnproTepHblii BUPYC - 3TO Pa3HOBHIHOCTh KOMIBIOTEPHBIX IPOrPAMM,
OTIUYUTEIBHON 0COOEHHOCTHIO KOTOPOU SIBIISIETCS CIOCOOHOCTH K Pa3MHOKEHHI0. B
JOTIOJIHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WIIM MOJHOCTbI0 YHHUUTOXHUTH BCE
daiinpl U JaHHBIE, MOJAKOHTPOJIBHBIC IMOJB30BATENII0, OT MMEHU KOTOpPOTo Oblia
3amylleHa 3apakeHHas MporpaMMa, a TakyKe MOBPEAUTh WIM JaK€ YHUYTOKUTh
OTEPAIIMOHHYIO0 CUCTEMY CO BceMu (aiinamu B 1esioM. B OGOJBIIMHCTBE ciydaeB
pPacpOCTPAHSIIOTCA BUPYCHI UEPE3 UHTEPHET.

MeTo/b1 3alIUThI OT BPEIOHOCHBIX MPOrPaMM:
1. HUcnonb3yli COBPEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOLINE CEPBHE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;
2. [locTtostHHO  ycTaHaBnuBaili mautd  (udpoBBIE  3aIIaTKH, KOTOPHIE
ABTOMATHUYECKH YCTAaHABIWBAIOTCS C LEIbI0 JOPabOTKH TPOTpaMMbl) U JIPyTUE
OOHOBJICHHS CBOCH omepalnimoHHON cucTteMbl. CKaunBai MX TOJBKO ¢ O(PHUIIHATBEHOTO
caiita pazpadorunka OC. Ecau cyimecTByeT pekuM aBTOMATUYECKOT0 OOHOBJICHUS,
BKJIFOYH €T0;
3. PabGortaii Ha cBoeM KOMIBIOTEpPE IO TMpaBaMu IMOJL30BaTENs, a HE
aIMUHUCTpAaTOpa. DTO HE TO3BOJMUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpamMmm
WHCTAJJTUPOBATHCS] HA TBOEM MEPCOHATILHOM KOMIIBIOTEPE;

4.  Hcnomp3y#  aHTUBHPYCHBIE  INPOTPAMMHBIE  TPOJIYKTHl  H3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0a3;

S. Orpannub GpU3NUYECKUid JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIULL;

6. Hcnonb3yil BHELIHME HOCUTENN MH(pOpMAINK, Takue Kak ¢uielika, JUCK WU

(aiin u3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;
7. He otkpbiBaii KoOMIbOTEpHBIE (haliibl, TOJYYEHHBbIE U3 HEHAJEKHBIX
ucTOYHUKOB. Jlaxke Te (ailnbl, KOTOphIe MpUcall TBOM 3HAKOMBIN. Jlyurie yrounu y
HETO0, OTIPABIISI JIU OH TeOE UX.

Ceru WI-FI



Wi-Fi - 310 He BUI Mepenavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpeH/I,
Mapka. Eme B 1991 roay Huaepnanjickas KOMIaHUS 3aperucTpupoBaia OpeH.
"WECA", uyto o6o3Hauano cioBocoueranue "Wireless Fidelity", koTopsrit
MepeBOUTCS Kak "0ecrpoBOHAS TOYHOCTh".

Jlo Hamiero BpeMeHH Jolia ipyras abOpeBuarypa, KOTopas SBJISE€TCS TaKOU
Ke TexHosjorued. 1o abOpeBmarypa "Wi-Fi". Takoe Ha3BaHume OBLIO JaHO C
HAaMEKOM Ha CTaHJapT BhICIICH 3BykoBoil TexHuku Hi-Fi, uto B nmepeBoe o3Havyaer
"BBICOKAsi TOYHOCTH".

Jla, GecrutaTHBIA MHTEPHET-IOCTYI B Kade, OTeNsIX U a’dporopTax sBIsSeTCs
OTJIMYHOM BO3MOKHOCTBIO BbIX0J1a B UHTEpHET. HO MHOTHE 3KCIIEpThl CYUTAIOT, YTO
obmenoctynusic Wi-Fi cetu He sSIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€3011aCHOCTH PabOTHI B 00IIE0CTYIHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro TM4HYI0 HHPOpMaLHIO Yepe3 oommenoctynubie Wi-Fi cetu.
PaGoras B HUX, XelaTeJIbHO HE BBOJAWTH MAPOJIM JOCTYIA, JIOTUHBI U KaKUE-TO
HOMEpA;

2. Hcrnions3yil 1 OOHOBIISI aHTUBUPYCHBIE MpOrpaMMbl M Opanamayep. Tem
caMbIM Thl 00€30MacHIllb Ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. [Tpu ucnonszoBanuu Wi-Fi otkmoun pynkmuio "OOuuit noctyn k daitnam u
npuHTepam". [lanHas QYHKIUS 3aKpbiTa MO YMOJYaHUIO, OJHAKO HEKOTOpPbIC
M0JIb30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe WK y4eoe;

4. He ucnonb3yii nyomuunsii WI-FI 15 nepenayun JTWYHBIX JaHHBIX, HAIPUMEP
JUUIS1 BBIXOJ1a B COLIMAJIBHBIE CETH WJIM B JICKTPOHHYIO TTOUTY;

5. Hcnonw3yii Tosbko 3ammuuieHHoe coequnenue yepes HTTPS, a ue HTTP,

T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B wmoOumebHOM Tenedone oTkmoun Qyakiuio "TloakmoueHue k  Wi-Fi
aproMarnuecku'. He omyckail aBTOMaTHYECKOr0 NOJIKIFOYEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusl.

CormanbHbie ceTH

CounasibHbIE CETH aKTUBHO BXOJISIT B HaIly KU3Hb, MHOTHE JIFOJU pabOTaIOT U
JKUBYT TaM MIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Munap 4eaoBeK, 4To
ABJISICTCS. OAHOM CEIbMOM BCEX JKHUTEJIEH IUIaHEThl. MHOTrME MOJb30BaTENIN HE
MOHUMAIOT, YTO HH(OpMaITHs, pa3MEIIeHHAs UMH B COIIMATIBHBIX CETAX, MOXKET OBITh
HalJileHa W WCIIOJh30BaHAa KEM YTOJIHO, B TOM YHCJIE HE 00s3aTeIbHO ¢ OJaruMu
HaMEpPECHUSIMH.

OcCHOBHBIE COBETHI IO 0€30MMACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuyb CIUCOK Apy3ei. Y TeOs B APY3bsiX HE AOHKHO ObITh CIydalHbIX U
HE3HAKOMBIX JIFOJICH;
2. 3amuinail CBOI YacTHYIO kKM3Hb. He ykaswiBail maposiu, TenedoHsl, aapeca,
JIaTy TBOETO POXKIEHUS U IPYTYIO JIMYHYIO HHOOPMAITUIO. 3TT0YMBIITUICHHHUKA MOTYT
UCITIOJIB30BaTh Jake WH(MOPMAIUIO O TOM, KaK Thl M TBOU POJUTEH TUIAHUPYETE
MPOBECTU KAHUKYJIbI;



3. 3aluiai CBOK pemyTaluio - I€pKU €€ B YUCTOTE U 3a/4aBail cebe BOmpoc:
XOTeJ OBl ThI, YTOOBI APYTUE MOIB30BATENN BUJIEIH, YTO Thl 3arpyKaelb?
[Tonymaii, mpexe 4eM 4To-TO OIMyOJIMKOBATh, HAIIMCATh U 3arpy3UTh;

4. Ecnu TBI roBopuimbs ¢ JIFOABMH, KOTOPBIX HE 3HACIIb, HE MCIOJIB3YH CBOE
peaibHOe UM U JIPYTYIO JIMYHYIO MH(OpPMAIMU: UMS, MECTO KHUTEIbCTBA, MECTO
y4eObl U poUee;

S. N3Gerait pasmenienus Qororpaduii B MHTEpHETE, Te Thl M300pa)keH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEIEIUTH TBOE MECTOIIOJIOKECHHUE;

6. [Tpu peructpanuu B COIMAIBHON CETH HEOOXOIUMO UCIOIb30BaTh CIOKHBIE
[apoJIx, COCTOSIIINE U3 OYKB M IM(P U C KOJUYECTBOM 3HAKOB HE MEHEE §;

7. JUtst conmanbHOM CEeTH, OYTHI U JPYTUX CAWTOB HEOOXOJMMO HCIIOJIb30BATh
pazubie maponu. Torna ecinu Te6s B37I0MaIOT, TO 3JI0yMBIIUICHHUKY TOTyYaT JOCTY
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIEKTPOHHBIE ICHBIU

DJNEKTPOHHBIE JIEHBIM - 3TO OYEHb YAOOHBIA CIOCOO MJIATEXKEW, OJHAKO
CYILECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBIH.

DNEKTPOHHBIE ACHBIY NOSIBUIMCH COBCEM HEJABHO U UMEHHO H3-3a 3TOTO BO
MHOTHX T'OCYyAapCTBax J0 CUX MOp HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM QYHKIIMOHMPYIOT U O HUX YK€ MTPOIMKCAHO B 3aKOHE, II€ UX
pa3zeNsoT Ha HECKOJBKO BUIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3Huna B ToM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs NIPOBOAUTH oOlepauuu 0e3
UICHTU(UKALIMY TI0JB30BATENsA, & B HEAHOHUMHBIX MICHTU(PUKALKS MMOJIb30BATENS
SBJISIETCS 00SA3aTEIBHOM.

Taxxe crnenyer pas3auyarh dSJCKTPOHHBIE (UATHBIE JEHBIU (paBHBI
rOCy/lapCTBEHHBIM BAJIIOTaM) M JJIEKTPOHHbIE HEPHUAaTHbIE JEHbI'M (HE paBHBI
rOCy/1apCTBEHHBIM BaIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHOM padOTE C NEKTPOHHBIMU JIEHbAMU:

1. [IpuBsxu K cueTy MOOMIIbHBIN TenePoH. ITO caMmblil yAOOHBIN U OBICTPBIN
Croco0 BOCCTAHOBUTH AOCTYN K cueTy. [IpuBsizaHHbIN TeneOH MOMOXKET, €CIIU
3a0yJenib CBOM IUIATEXKHBIM Mapoiab WIM 3aiiielllb Ha CAalT ¢ HE3HAKOMOTO
YCTPOUCTBA;

2. Ucnons3yin onHopazoBble maposu. [locie mnepexoga Ha yCHICHHYIO
aBTOpHU3alMio TeOe yxe He OylIeT yrpokaTh OMAacHOCTb Kpakh WJIM IepexBara
IUIATEKHOTO MapoJIs;

3. BoeiGepu cnoxubiii maposb. IIpectynmHukam Oyaer HE MNPOCTO yrajaaTh
CJIOXHBIN apoiib. HasiesxHblie maposim - 3To napoiiu, KOTOPhIE COAEpKaT HE MEHee
8 3HAKOB M BKJIIOYAIOT B Ce€0S CTPOYHbIE M MNPONUCHBIE OYKBBI, LUPPHI U
HECKOJIbKO CUMBOJIOB, TaKM€ KaK 3HaK A0JuIapa, GyHTa, BOCKIMIATEIbHBIN 3HAK U
T.I1.

Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIE TaHHBIE HA CailTaX, KOTOPBIM HE JOBEPSECIIb.



DJIEKTpOHHAs 1OYTa

DJIEKTPOHHAs MOYTA - 3TO TEXHOJOTHUS M IMPEIOCTABISIEMBIE €H0 YCIYTH IO
NEPECHUIKE U MOJYUYEHUIO IJIEKTPOHHBIX COOOIEHUN, KOTOPbIE pacipeesitoTcs B
KOMIBIOTEpHOU ceTU. OOBIYHO AJIEKTPOHHBIA MMOYTOBBIA SAIIUK BBITJSIAT
CIIEYIOIKUM 00pa3oM: UMsS_TOJIb30BaTEsI(@UMS_1oMeHa. Takxe KpoMe nepeaadn
IIPOCTOT0 TEKCTA, UMEETCSA BO3MOKHOCTD IIEpEIaBaTh (pailibl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOU MOUTOM:

1. Hano BbeIOparh mNpaBuIbHBIM MOYTOBBIM cepBUC. B HHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JYyYIlE JOBEPATH
TEM, KOTO 3HA€Illb U KTO NIEPBbIA B PEUTUHIE;
2. He ykaspiBaii B muuHO# nourte TuuHyr0 nHbopManuw. Hanpumep, nydiie
BbIOpaTh "My3bIKanbHbIN _(panat@" wium "pox2013" Bmecto "temal3";
3. Hcnonp3yii OBYXITanmHyl0 aBTOPU3ALMI0. OJTO KOrja IMOMHMO IapoJisd
HY>KHO BBOJIUTH KOJI, IPUCHLUIaeMbIi 1o SMS;
4. Br16epu ciaoxHbIl napodib. 1 Kaka0ro NOYTOBOTO SALIUKA JOJKEH ObITh
CBOW HAJEKHBIN, YCTOWYUBBIN K B3JIOMY [1apOJib;
S. Eciu ecTp BO3MOXKHOCTH HalucaTb CaMOMY CBOM JIMYHBIM BOIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;
6. Hcnonp3yii HECKOJIIBKO TMOYTOBBIX SIIUMKOB. llepBbli 1 4dacTHOM
IIEPEINCKU C aJpecaTaMy, KOTOPBIM ThI JOBEPSACIIb. JTO 3JIEKTPOHHBIN aJIpec HE
HAJI0 UCTIOIB30BATh MIPU PETUCTPALIMHU Ha OpyMax U calTax;
7. He otkpeiBaii Qaitnbl U apyrue BIOXKEHUS B MUCbMaxX, JAaXe €CIU OHU
IOPULUIM OT TBOMX Jpy3el. Jlydile yTouHu y HUX, OTHPABIISIIN JIU OHU Te€Oe ITH
(baisl;
8. [locne oxoH4aHus pabOThI Ha IOYTOBOM CEPBHUCE IEpEe] 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiidTh".

KubepOyuiHT Wiiu BUPTYalbHOE U31€BATEIbCTBO

KubepOymmmHr -  mpecieioBaHue  COOOICHUSIMU,  COACPKAIMIUMHU

OCKOpOJIEHMs, arPECCHUI0, 3aITyTUBAHUE; XYJIUTAHCTBO; COLMATIbHOE OOMKOTHPOBAHUE
C IOMOIIBIO PA3JINYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpHOE ¢ KUOESPOYITMHTOM:

1. He Opocaiics B 0oii. Jlyummii cnoco6: mocoBeToBaThcsl Kak cels
BECTHU M, €CIIM HET TOr0, K KOMY MOXXHO OOpaTUTHCS, TO BHAYalle YCIIOKOUTHCS.
Ecnu Thl HauHelb OTBEYaTh OCKOPOJIEHUSMH Ha OCKOPOJIEHUS, TO TOJBKO €Il
OO0JIBIIIE Pa30XKKEITb KOHPIUKT;

2. VYmpasnsii cBoelt kubeppenyTranuei;

3. AHOHUMHOCTH B ceTd MHHMMas. CylIecTBYIOT CHOCOOBI BBISICHUTD,
KTO CTOMT 3a AHOHUMHBIM aKKayHTOM;

4, He crout Bectu Xynuranckuit o0pa3 BUpTyasibHO *u3HU. IHTepHET
¢ukcupyeT Bce TBOM ICHCTBUS U COXpaHsAET MX. YJalIuTh uX OyneT KpaiiHe
3aTpyIHUTEIBHO;



S. Co0uroaii cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii eauHuuHbll HeraTuB. OJIHOPAa30Bbie OCKOPOUTEIbHBIC
COOOIIeHHsST Jiydllle WTrHOpupoBaTh. (OOBIUHO arpeccusi NpeKpaliaercs Ha
HayaJIbHOU CTaJUH;

7. ban arpeccopa. B mporpaMMax oOMeHa  MIHOBEHHBIMH
COOOIIIEHUSIMU, B COIUAIBHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKUPOBKH OTIPABKH
COOOILIEHUI C OMPE/ICIIEHHBIX a/IPECOB;

8. Ecnu Th1 cBugetens kubepOyiuinHra. TBOU JEHCTBUS: BBICTYNHTD
IIPOTUB MPECIIEIOBATENA, MOKa3aTh €My, 4YTO €ro JEWCTBUS OLEHUBAIOTCS
HETaTUBHO, MOJJEPkaTh KEPTBY, KOTOPOH HYXHa MCUXOJOTHMYECKas MOMOIIb,
COOOIIUTH B3POCIIBIM O (PaKTe arpecCUBHOIO MOBEJICHUS B CETH.

MoobwnbHbIH TenedoH

CoBpemeHnHbIe cMapTHOHBI U TIJIAHIIETHI COAEPKAT B ce0e BIIOIHE B3POCIIBINA
(yHKUHMOHAJ, M Temepb OHM MOIYT KOHKYpHUpPOBaTh CO CTalMOHAPHBIMU
KoMIiboTepamu. OIHaKO, CPEACTB 3ALUTHI AJIs1 MOJAOOHBIX YCTPONCTB MOKA OYEHb
Maso. TecTupoBaHue 1 MOUCK YSI3BUMOCTEN B HUX IMPOUCXOJNUT HE TAK UHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX MTPUIIOKEHUH.

CoBpeMeHHbIe MOOMIIbHBIEC Opay3ephl yKe TPAKTUYECKU JOTHAIN HACTOJIbHBIE
aHaJIOTH, OAHAKO PACIIMpPEeHNE (PYHKIIMOHANA BJIEUET 3a COO0M OOJIBIIYIO CI0KHOCTh
Y MEHBIIYIO 3aU[UIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENH BBITYCKAIOT OOHOBJEHMS, 3aKpbIBAIOILINE
KPUTHUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesiedoHa:

Hudero He siBisieTcs mo-HacToseMy OecruiaTHbIM. Bynb ocTopokeH, Bedb
Kor/ia Te0e mpeiaraloT OeCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIE YCIIYTH;

Hymaii, npexae yeM otnpaBuTh SMS, ¢hoto mnu Buaeo. Tol TOUHO 3HAECHIB, T1IE
OHM OyAyT B KOHEYHOM UTOTE?

Heo6xoaumo 0GHOBIISATH OMEPAIlUOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TENE(POHOB;

He 3arpyxail npunokeHusi OT HEU3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTICUeHUE;

[Tocne Toro kak Thl BBIMIEIIL C CaiiTa, T/I€ BBOJIWI JIMUHYIO MH(GOPMAIIHIO,
3aii B HACTPOMKM Opay3epa U yaaiu cookies;

[lepuonnuecku mpoBepsi, Kakue IJIATHbIE YCIYTU aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBoil HOMEp MOOWJIBHOTO TejaedoHa TOJBKO JIIOASM, KOTOPBIX Tbl
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth momxeH OBITH BBIKITIOYEH, KOT/Ia Thl MM HE MOJb3yenibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsl



CoBpeMeHHbIE OHJIAMH-UTPHI - TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHHUS,
O00BETUHSIOIINE COTHHU THICSY YEJIOBEK 10 BceMy MUpy. rpoku nccieayroT TaHHbII
UM MHp, OOLIAIOTCS APYT C IPYTOM, BBIIOJHSIOT 3a1aHUs, CPAXKAIOTCSI C MOHCTPAMU
U MOJYy4aroT ONBIT. 32 yJOBOJBCTBUE OHHU IUIATAT: MOKYIAIOT AUCK, OIUIAYUBAIOT
aOOHEMEHT WU MPUOOPETAIOT KaKKe-TO OMIIHH.

Bce atu cpenctBa uayT Ha mojAepKaHUE U PA3BUTHE UTPHI, @ TAKKE HA camMy
0€30IacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBbI aBTOPHU3AIlMHU, BBIMYCKAIOTCS HOBBIE
naTud (IUQPOBbIE 3aIIaTKU AJI TPOrPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1og06GHBIX UTpax CTOUT OMAacaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)ky TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3AIUHU OOJIBIINHCTBA
Urp.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOT0 AaKKAYHTA:

1. Ecnu npyroit urpok BeAeT ceds IVIOXO WM co3laeT Tebe
HETMPUATHOCTH, 3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. [Toxamyiics aIMHUHUCTPATOpaM HUIPHI HA IUIOXOE ITOBEIICHHE
ATOr0 UIPOKA, JKEIATEJIBHO NMPUIIOKNATHh KAaKHE-TO JOKA3aTelIbCTBA B BUJIE
CKpPUHOB;

3. He yxa3piBaiil mnuHyro nHGOpMaIuio B podaiiie urpsl;

4, VYBaxail Apyrux y4aCTHHKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHbIE TATYU U MOJIBI;

6. Hcnosnp3yii CII0XKHBIE U pa3HbIE ITAPOIIH;

7. Jlaxxe BO BpeMsl UI'Pbl HE CTOMT OTKJIFOYaTh aHTUBUpYC. [Ioka

ThI UTPACIIIb, TBOW KOMITBIOTEP MOTYT 3apa3HTh.

OUIIMHT WK KpaXka JTUYHBIX JaHHBIX

OOBIYHOM Kpakeil IEHEeT U JOKYMEHTOB CErOJIHA YK€ HUKOTO HE yJIUBHIIIb, HO
C Pa3BUTHUEM MHTEPHET-TEXHOJOTHUH 3JTOYMBITIUICHHUKY MIEPEMECTUITUCH B MHTEPHET,
U TIPOJIOKAIOT 3aHUMATHCS " TIOOUMBIM'" 1€JIOM.

Tax mosBWIIach HOBas yrpo3a: HWHTEPHET-MOIICHHWYECTBA WM (DUIIHHT,
rJIaBHAs TI€JIb KOTOPOTO COCTOWT B TMOJYYEHUH KOH(MHUICHIIMATBHBIX JaHHBIX
M0JIb30BATEJNICH - JIOTMHOB U NapoJieil. Ha anrnuiickoMm si3bike phishing untaercs kak
¢bummHr (0T fishing - peiOHast 0B, password - maposs).

OcHOBHBIE COBETHI TI0 00PHOE € (HUITUHTOM:

1. Cneam 3a CBOMM aKKayHTOM. Ecii ThI MOAo3peBaciib, Y4TO TBOS
aHkeTa OblIa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ W COOOIIUTH
aJIMUHUCTpPATOpPaM pecypca 00 3TOM KaK MOKHO CKOpee;

2. Hcnons3yit Oe3omacHble BeO-CaliThl, B TOM 4YHCJE, HHTEPHET-
Mara3uHOB U TTIOMCKOBBIX CHCTEM;

3. Hcnonb3yit CoXHBIE U pa3Hbie Mapoiau. Takum oOpa3om, eciu Teos
B3JIOMAIOT, TO 3JIOYMBINUICHHUKHA TOJMydaT AOCTYI TOJBKO K OJHOMY TBOEMY
poITIo B CETH, a HE KO BCEM;



4, Ecau Tebs B3momanu, TO HEOOXOIUMO MPEayNpeauTh BCEX CBOMX
3HAKOMBIX, KOTOPBhIE 100aBJICHBI Y T€OS B JIPY3bsiX, O TOM, UTO T€Os B3JIOMAJIU H,
BO3MOXHO, OT TBOEI'0 UMEHHU OYJIET pacChlIaThCS CIIaM U CCHUIKH Ha (PUIITUHTOBBIC

CaWTHhI;
d. YcranoBu HaaexHbId napois (PIN) Ha MOOWIBHBIN TenedoH;
6. OTkiII04M coOXpaHeHHe napoJis B Opaysepe;
7. He oTkpsiBaii aitnibl U Ipyrue BIOKEHUS B TUChMaX, 1a)Ke €CJIU OHU

IPUILUIA OT TBOMX Jipy3ell. Jlydille yTouHM y HUX, OTHPABIISUIM JIM OHU TeOE ITU
(haitibl.

[u¢posas penyranus

Hudposas pemyTanus - ’TO HeTaTUBHAS WIA TO3UTUBHAS MH(OpMAIIHS B CETH
o tebe. Kommpomerupyromas uHpopMmariys, pa3MerniecHHas B WHTEPHETE, MOXKET
Cepbe3HbIM 00pa3oM OTpa3uTbCid Ha TBOeW peanbHOM ku3HU. "lludposas
penytanus" - 3TO TBOW UMUK, KOTOPBIM GopMupyercs u3 uHpopmanuu o Tede B
UHTEPHETE.

TBoe MecTO )KUTEIbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHUE, 0COOEHHOCTH
XapakTepa U pacckasbl 0 OJU3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noApoCTKH JETKOMBICIEHHO OTHOCSTCS K IYONMKaluu JIUYHOM
uHpopMaiuu B MHTEpHETE, HE MOHUMas BO3MOXKHBIX MocieacTBuid. Thl naxe He
CMOXeEIIb JIorajaThCs 0 ToMm, 4To (oTorpadusi, pasmMelieHHas 5 JeT Ha3ajl, cTajia
NPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KommenTapuu, pazmenienrie TBoux otorpaduii U gpyrue 1eicTBUS MOTYT HE
MCYE3HYTh J1a’Ke TOCIIE TOT0, KaK Thl X YAAIHIb. Thl HE 3HACIIb, KTO COXPAHUI 3Ty
uH(pOpMallMIo, TIoNajga M OHAa B MOMCKOBBIE CHCTEMBI M COXpaHWJIAach JU OHa, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpY’KaIoLue JIF01, KOTOPbIE HAMIYT ¥ YBUASAT 3TO.
Haiitn wndopmamioo MHOTO JIET CIYCTS CMOXET J000M - Kak u3 J00phIX
noOyKJIeHUH, TaK U C HAMEPEHUEM MPUUUHUTD BPEA. ITO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 1O 3aIIUTE HUPPOBON PEMyTALINH:

1. [Togymaii, mpexae 4emM 4yTo-TO MyOJIMKOBAaTh U MEpelaBaTh y ceOs B
0J10TC UIIN B COLIMAJILHOM CETH;

2. B HacTpoiikax npo¢uisi ycTaHOBH OTpaHUYEHUS HA IPOCMOTP TBOETO
pouIIsS U €ro COACPIKUMOTO, CACIIal €ro TOJBKO "/ist py3eit';

3. He pa3memait u He yka3bpiBait mHMOPMAIHIO, KOTOPAst MOXKET KOTO-
00 OCKOPOJISATH MK OOMKATh.

ABTOpCKOE MPaBO

CoBpeMeHHbIE  IIKOJBbHUKM - aKTUBHBIE [OJb30BaTEIM  LU(PPOBOTO
npoctpaHcTBa. OAHAKO [JajdeKo HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTUMU
BO3MOXHOCTSIMU  IudpoBoro  mupa  TpeOyeT  coOJtojeHus  mpaB  Ha
MHTEIJICKTYalIbHYI0 COOCTBEHHOCTb.

TepMuH "uWHTEMIEKTyalbHAsi COOCTBEHHOCTh' OTHOCHUTCA K Pa3IUYHBIM
TBOPEHHUSM 4YEJIOBEYECKOT0 yMa, HAauWHas C HOBBIX HM300pPETEHHUN W 3HAKOB,



0003HaYyaloIMX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTd, U 3aKaHUYMBasi KHUTAMH,
dboTorpadusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU MTPOU3BECHUSIMHU.

ABTOpCKHE MpaBa - 3TO IpaBa Ha MHTEIUIEKTyalbHYI0 COOCTBEHHOCTb Ha
MPOU3BEACHUSI HAYKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYMAIOT B
KaueCTBE TapaHTUU TOTO, YTO MHTEIJUICKTYJIbHBIN/TBOPUECKUH TPy aBTOpa HE Oy IeT
HaIpacHBIM, JTACT €My CIIpaBeIMBBIE BO3MOXXHOCTH 3apaboTaTh Ha PE3yJIbTaTax
CBOETO TPy/a, MOIYYUTh U3BECTHOCTh U Nipu3HaHue. Hukro 6e3 paspemienus aBTopa
HE MOXET BOCHPOW3BOJUTH €r0 MPOU3BEIACHUE, PACTPOCTPAHSITH, ITYOIMIHO
JIEMOHCTPUPOBATh, MpPOJIaBaTh, HUMIIOPTUPOBATh, MyCKaTh B MpPOKAaT, MyOIUYHO
UCIIOJIHSTD, MOKA3bIBATH/UCIIONHATE B 3dupe win pazMeniate B UHTEepHETE.

Hcnonb3oBanue "mupaTrckoro" mporpaMMHOro 00ecrieueHust MOKET MPUBECTU
K MHOTUM PHUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaM 10 OJIOKUPOBKH TBOETO
YCTPOMCTBA, /i€ YCTAaHOBJICHA HeserajabHas mporpamma. He ctout taxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIeTaJbHbIE U OECIUIaTHBIC TPOTPAMMBbl, KOTOPbIE MOKHO HAUTH B
CETH.

O nopraie

CeteBu4oK.p@ - TBOM TJIaBHBINA COBETYUK B CETH. 3JI€Ch Thl MOXKEIIh y3HATH O
0e30MacHOCTH B CETHU TMOHATHBIM M JOCTYIHBIM SI3bIKOM, @ MPH BO3HUKHOBEHUU
KPUTUYECKON CHUTYyallMM OOpaTUTHCS 3a COBETOM. A TaKkKe MPUHATH Y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



